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(57) 

[SUB] ny-fWOTIE^WSrBEiih-r-S.. 

9 1 (c i 0 . CD 8 1 izmiZiiX^Z 3 ^T^yrfflDi') 
&£ix. iB«»2 8*cff#Sn&. ?7-f7>MCi3 

was. zi yT-yyzmq-f yy-yyu) (cid) 

(^v^>^'Jsl—;U9 1 ) lc*t 
LTH*<7)J---^ID (Uniq ID) #±j££ix. -e*l£> 
<7)ID#\ y ytr^j/^jL-;^ 1 KJ: OKD&^iut 

T(i, n yx^yoteffl^tt^M$ix^fOT***± 

fix v ^ :x-- ? id t pi— <r> i d#i&£ £ fix w h mm. 
yv*-?%k*<7)mwmmw.i,zmm-?&zttfX'Z 
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%mmmn^&t . m^yr-yvm^mzi. *)vm 
^ittzmii^yryyiz. msmmmmm^mzi. 9 
wmz titzmmsmmzmn LTieirt4 3 yj-yy 

x. mmsm^b, m& y^y-v izmnztix^z 
miemwmmk m-cr>mmmt>m^n.x ^a^s-e 

wmmt . mim<immn&&izx dix#$^huie 
fiMffi#g#'H-T£>4t#, m^yy-y^^^th 
s^ssr s 4. 4 z t zmm t -r hm 1 tie 

s^a t=£* $ nfzmfccommfofrt* luien y-r- yy 
zw^-th z. t s^i-^i**^ 1 [zssmcrmwm, 
mm. 

zttsmwrnk -th z b £tmbi-&m?m 1 azsxt 
imxms ] a y^yvzwm-t&mmwmwcom 

yM^f y ycowkmzz. 9 sxf#$^iuiB3 yf y>y 

Buie^S'MfgSrWJD L-XtxLtitth 3 yylSltXx -y 

y°b. mz^yf-yyvfflMizmt&tiMttkLx. fitrie 

«?g t n— oMsoit w#w£ ztix^i mmx'conm z 

«xx -y rb z^tsz b zftmb-tznmvmmk. 
[«*3S6] nyfyy?: 4 flfwtfiexoie 
»«*(;t>v>T, ivfe3>-rv > yoix#5-$ijffli-r-i>3> 
T-y-yK^Sfjfflixx-yri: „ uriettis^ags&iis'j-r 

b. mm^yy-yyMnmmx'r-yTco^mizx rum 

ZtitzmiZ? y^yy^z, m^m¥Omm»XT -v 
7-Mnmiz i o sxf#$ fio ietas'jw $g £ #jd lt *t a 
ieit£$wr-& ^ >-x>"yieit$ii^f- 7/t . fitrie^ 
yryycommizmt&tiffib lx. fufemsytwgt. 
fiuie n v r y -y cttfln $ ixx v ^4 fitrf msm 46 isj — 

4 ixT V ^4 f iJffl*Of Elf ar$ijffl)-f 4 f iJfflttKttfflffil 

-y b ZftWib-th nyei-^friA 



ia^x^'yiXWBIP^-yri:, fiuietf^ i ra^«5r 
M»«-* WMflftgaRft' SrSiJffll-r 4^'MfgKff ©JffllX 

f77k. -fiuien yf y^yix^jfflixf -y r^at x 

D Wt»Siifel9SE=i >x y >y fc . fiuie^'Jtt 

X-f -y ro^fflfc «t 9 JX»$iutS9iaK8!H»«*f«ni L 

T^t 3 iE« 5r©Jffll^-4 3 yf-yvWmmx f77t. 

fisien^y'y^fijffltra-r&fif&t lt. mmsm 
tot. mz^y^yyizmnztiz^&mzmsiffimb 

4 4 *vc ^ 4 f ijffl«<^ieii * 4 f w*ie 

-tt©J«^T- -yTi: $rHfi : S-a-4To^7A. 
[000 1] 

ien«*. m/izTu tcre l . iRftz, 3 
yxy-y^^jE^S^&^Btcl^iT'S 4 ± 3 tc-t4ffi 
$g^a^«fcj:^jS. ie#i^*. m/izya^yMz 

W-T4. 
[0002] 

Zti^foK). ^m"f-? J $>mw : r—?%:b"<7)g-m<Dri 

[0003] Mllf. rpresspiay (^g) j fcifojg 
SSMIfS (subscription^) cO^E^-b'X*^^ 

1 OOOftiT'S^fTffi. ^yn-I«L-CA-yt;p 
nyfa-^(?)A-Kf^?(:ffi#tl>i^l 00* 
4T'ffi^nTtg. CD (Compact Disk)-R^\cy)## (3tf 
- ) -T 4^ 2 0 fl 4 T3 b - nrfg^r fc* <^#^»ffiffl 
1*3 ) T^mnyr-yy £f iJffl-T4 C t 4 . 
[0 004] hd^T, ^<OJ:3&ffifI-tf-b-XKJ:4 
3 >-r> > y<^tltt5rStt4 jl— !fcoffifiJtffgg-l=H|-r4 
y^fAt LT, . 001-35232 

1 -^Bttt, imw- vxizttms, j- y *v v 
-mz&w.txKc&i'XT-A.izti^T K mfeco^r-t'x 

tztt&t* J- Yfrh s ZcW-tMzm-t 4 Wlffl 
(OD-7<7)y-H (-r'y^-x) 4 tx±lc#ft-f 4 

y-H^K^$fLTV>4®Wlg (DNK (Device Node Ke 
y) ) fr-^-O^-fb^f-y'D-y^ (EKB(Enabling Key Bio 
ck)) ^fflV>4it*^^$tLTV>4„ 
[000 5] icO^-X-rAT"«, $>4lf- b'^tfcvvt 
Eft$ix4 3yfyy tEKB^tjD$iiTfe 0 . fflx?<7) 
-r'y U X iz M LX 5- 1 h tiX V •> 4 DNK$: f ijffl L T . EKBtC 
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if-b'^.<7)flJffl$:ilF"5r-r-l»7 r >'N''f^^l : SLTV'>|, <> £ 
OX, DNKSrfiJffltT. EKBA>£>. MfrSiUt 

[00 06] *LT. diltctO, ^^x^^y^JStt-T 

f^M x k «>ia-ci3HM!a$r if & -eoass^ 
[0007] ^7t. ^<3D j: 3 ic lt 3 >7->v<7>mmm 

mmmZtl&is'X'rMZ&^Xii. m*.U* CD(Compa 
ct Disk) 3 >-rV>y£ 4 y#-M^f'AMX«, 
-?-cD3 yfyy £ I CV( Integrity Check ValueHcJ: Of 

[00 08] 12 Hi. -OX— hL^n >-r>^y SrICV 

[0009] wit*, ^-v-*- 

tz^VfVV C&Srr— :?) J'A-Kfa^iTJflf 
-TVPfcSMiU SBSfiT =3 y^yytcS-^wc 
^jS^iX^MAC (Message Authentication Code) (CI, 
C 2 . C n ) £lCV=hash(K i c v , CI, C 2 , 
-, CnHcSfflU I $rt$ s Kicvli 

i cv *±s&-f h t&xnmmKih & . 
[0 0 10] ayfyy^CMl^ 

LT l ^ I CVi: % B£B$3r fc'coj-fagtf) * -f 5 > 
^•Cfr^tc^t^lCVt fctHRU H-OICV#»4>it 

ny^fW -a *: fc W^SftS . 3 yf f >y K 
[00 11] 

[^HjtfJSRfctJ^k-fSfllS] L*>L3r#f>. j2Lt«o 

[00 1 2] ^T, ^Pf^fflx^M XKct'<7)*-7 
yiV^JU X\,Zt -5Tti, ICV£±j£-f SrtrifrcDyvy is 

XOTXh #±#5 CI i; t & h . 
[0013] *fMBi£*>J: 0%WjUZ&X.X%ZtlK 

i><7)X'h*). 3>T>-v<?)^jE%m±£®M,izm±x** 

h£oi l z-thi>(ox'h&. 

[00 14] 



at, 3y x y > yi)tft#&fcJ:9l5tf#$rx;£3yf-y > y 

tzmfhimtLx. mmrnt. ^y^y^^nn^ 
tix^&msmmtm-cDmmwtfsmztix 
mx-mm *fm-r& mm^ttix ^zmmmnm 

[0015] ayx^'ySrS*^-SS**S#§ fcfcR 
m^m—X-h^t^lz^ayr-yyiW^i-^Xdlz 

[0016] ayy-y^m%^m±. mm'gmmmzm 
m2tiKmfe<ommftfrh?> s ryvzmm'?z>z:b 

[0017] mmmm^mt. 
ztiziivx-hixi, 

[ooi8] ^wRcomm.'mmm.crmm^m-fjmit. 
ayT>v*im-f&3y7->vw$z.T'v7'k. mm 

iXTtrj^^v-yic, «80flMWR»^-y-yr^*Slfc:i »3 
Xf'yri:, 3>-x>- > yofiJffl^-r'i»W^kLT. Ml 
^aWWHBATO § ixT v ^ §ggT -Of Offl ^ tt^j-r h « 

[0019] *wR<7)mw?mMW<7>mmmz\i^ a 
y^yv^ymzmm-th ^ y^ymnumxy- -v y 

mmwuMmx? -yy°t. 3 y^fyyjRnmmx-f- 
lt^o imzmm-r h 3 yx^'yieif^JP^f - 

3Vx>>yc0fiJffltcB?-f4ffl$gi:LT. MSiJtSfB 
t . 3>-r >'ytef«DSfLTV^«afflr«4: H— <0WS! 

4 fix v ^ nmmntmzfflm-t h mmmmmmx^ 

•yrSr. 3 y ta-i' CSSffS tiTQ/^A^iaSS 
i\X\~>2>Zt£ftWlt-tZ,. 

[0020] J&mnyayjMi^ ayfyy^ 
•ytoffi»^$iJ»t--i>3 yfy'y»»««xf 77i . ffl 
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o Ett£WW4 ^ yf>"yEtWI^f7 r fc . ay 
$ tlX V > -6 SSTOf flffl £ if nff £> * *VC ^ £ 

fOffl* wfgoieii £ mot * * offltti EttM*M. f77t 
[0021] *&wcr>ffiwgmmw& x wsm , m/tz 

titi a y-r > v itzM lx , rot $ iut Maimwfcw jd $ 

— OlRSWt «b&nR» 8 *vO > 4 HBT"<0f TO 2: If & 
[00 22] 

2di, ?7-(7yM-l, 1-2 (JiTr\ ca^o 

nryy\ twt&) mgrnztix^z. zemizts 

>y h 2 izli . ffiBO&RO? 5 4 TV r- 
[0023] *3t, >fy^-*7 h2fc:i±, 9°y4ry 
3 . n y-f y >y-f < 3 ^nyfyy^Jfflt 

z><7>iz&m%mmmz? ; 7'< ry hi iznLxitt-tz 
v^^yx^r-^A^ teZ.xfuJTyYiwmmm 

[0 0 24] ,I;fx£><?):jyry*y-*r— -^'3, 5-<-t>X 

[0 0 2 5] H3{4?5-fTy r- ltf)«Wl*Sl,TV> 
4. 

[ 0 0 2 6 ] 03 fcfeWC. CPU (Central Processing 
Unit) 2 114. ROM (Read Only Memory) 2 2fcSHt$ 
ftTU&yu^i*, *^(il51Si528*^RAM (Rando 
m Access Memory) 2 3t:D-H§ii?t7n^7A{:ft 

frV\ «**Hf«*CPU2 1 RAM2 3£tt* 

cpu2 i*>'#ao5aa^»f-ri>±^iov^T^« 

[0 0 27J Bf^ffcaWIB2 4{4. nyf-yySrHf^Hfc 

-tit tit, «t*^fkSiiTv^3>"r>' > y*a-9- 

•T4®a5r=rr5. 3-f7?«2 5li, MtlZ. ATRAC 
(Adaptive Transform Acoustic Coding) 3J53&1: fc'T* 
nyf^^xya-Kt, AiiJ:*M vf7x-x 3 2 
Sr^LT K5-f 73 OlzmtftZtiZ Vv&Jfttfc><% V 4 



4fcttttU EftS**. 

2 514, H9-f^3 0*^-LTiN»ft>tU44J:i3» 
6. *^*^ ; ey4 4<±. MM£. ^t'jXf-f 

[0028] CPU 2 1 % R0M2 2 . RAM2 3 . Bg#ft;»^ 
gP24, tJitfa- r-x^SP2 5J4. a'x3 1 SrcffLT 
3ivtvv&. rwU3il:t4i/:, Affl7J 
-f y * 7 x -x 3 2 1 tiX v h . 

[0 029] AtbTM >-?7x-X3 2Cf4, ^f— aff— 
H, V^X&fc'J: 93:&A:*)8ff2 6. CRT(Cathode Ray 
Tube), LCD(Liquid Crystal Display) & if 4 DSr^-f' -f 

-H-r-fX^=0r4fJ:OfllJftSiiftlB«*2 8. tfA, 
^-$t^7/7^t'J: 0««$il4iifta52 9tm 
mZtlX^t. 5I«gP2 9J4. -4 y?-*vh2£jn, 

[0 030] AfcBTM y^7i-^3 2{c{4^3t. ^ 
icjEtt K5>f 7'3 0 A*JfeR$^, HMf-( X?41, 
3frT4*?4 2, M»f-(X^4 3, «V^4*3lfl£^ 
* 'J 4 4 $r iiimS&m-Zix. Ztit>fr tiX. 

--r yxh-;l^$tL4„ 

[0031 ] ^rfc. H*l4«*-f ay^yv+r- 
^3. 7-<-tr>-^-^"4, P#-»T— ^N'5t>. 03^ 

TJ4. B30«B£i4. 3yfy7t-A'3. yj-tyx 

wk&v--^5*t'nmm.tLxi>5\m2fL 

[ 0 0 3 2 3 *W5i(cJ3VvCI4, H4fc*S<t*J:3 
IC. 7"n— Kdf-^X h 'fy? D y*>- g y (Broadcast En 
cryption) ^c7)I^a^-^'V>T . fAMXt^f- 

-7 (leaf) ^ffl^co-r^^^H*^— t^JC-^S. 

ov>T«#W2 001-35232 l^SCBBSn 
TV->4. i4 0M^, ##0*^##1 5*T'<?)1 

[0033] #df-»4s 04>A6PT^Six4 >y 'J -flBt 

<D)\> — V y—YlZjQPBL-Xh — V^f— KR (SOL Kro 

ott ^^-ri> ) 2sa«y- nt^jet 

T^f-K0, Kl*qUgSii4. ttz. 3SBOy-F 
fcWJCLT'SE— KOO^jSKI m4^a 
(DS-YlZttl&LX*- K0 0 0Jb^-K 1 1 1*^ 
^$ix^ c -f-LT. STS^y-h't LX<7)V-y (t 
ic. 4-K0 0 0 0MK1 1 1 1#\ 
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*ft^ft*fJ5$ftTv*4. 

[00 34 3 1BmW&bZtiX\>i&t:#>, Mz.lf. 
K00 1 Ot^f-KOO 1 1 <7)_kft<75=*-{4. KO 0 1 
k £ft. K 0 0 0 k*-K 0 0 1 OJiftcD*- C4. 
K0 0k$ftTU4. JilT, raaitc, ^-KOOk*- 
K01«±fi^-ll KOkSft, ^-KOt^f-K 
1<0±{4<?5^— <4s KRk$ftTV*&. 

[0035] 3>-f-yy*f9Jfl-r4df-{i. iTSOf 

4. «i.ar. ##3tou-7^j£-r^x^NMx^fcv^ 
t\ ■3>7->v**m-t&t*#><r> : *—\t. ^f-KOOl 

1, K001, KOO, KO, KR£irW*Z.<0&*r— T 

wssfts. 

[00 3 6] *»*0^-fAfc:*5V^TJi. 15l:S$ 

fit, f'^xoif- k 3yf>-y«^- co^hi*^ 
±>ft4. H50fiajTi;L 8 + 24 + 3 28^-^7 
y-»3tfcSft. ;P-hy-H3&»^Tffl<08S*T<o# 
y - V lz -h -r 3" U WW Id £ ft 4 . i i fcr *> ( + 4 i] f 3 V 
k it, mitt* t'J^f-f-^i k'O^SWM * V Srfig 

m«n^*f^y- ibv^+, -r^^/nwii^awf- 

[00 3 7] -T^ri?*>. Ty^fAOy-Fi^^C 
TO»Ji«24aoy-H£ttje^4*— -f- 

&-F-fc'X***tJS£ft4. Hot, 05<OfJfcfcV>T 
14, 2" (*51 6y#) CD-^-t'xrn/NM &4v> 

2g<0»JifcJ:9, 2^ (#54^) «a- T <?54 
7>h 1 ) £«5£-T4,rkWT"#4. STS03 2S« 

y — f t xxf Aoy — k a K 

CMJE-r^^f-W, DNK (Device Node Key) £:f?§J&U 
STgO \) - ? izftfcth IDWJ —7 ID k Sft S . 
[00 38] ^Vf-vySrBg-^fcLfcrJ^T- vy^f— 14 

R«<0S*ry-F*-tt. ^OlljfiOTfiOPgJiOMfr 
y-K^-^rffl^TBf^-fk^iX. EKB (Enabling Key Bl 
ock : »ftdf-7o . y ? ) (H7£#MLTf*i£-9- 
4) flfcEBSft*. 

[0039] EKBt;ifci+4*ffiW£> 1 OiWgiOlfy 
- K*-{4EKB<7)5t3£Oy- K3f- £>4 Ui4'J -7^f- 
(CctoTBfrf-ft^ft. EKB(*jfcIi«$ft4. 9y^T> 
MJ4, ^-h^T-*fclE&$ftTU4IM<DVv$*ft. 
*H?5^r— £fflWC\ 3>f'>- > ykkktcIE?p'£ft4EKB 
(cEjS SftT c ^4 H3fiO±{liO|ig«OM*r y - H * - £ 



Sft-0^4, 3 4>fc*O±<*>»Ji<0»W./-K*-£« 
<4, sKfrL— KR'SrftiifcWT-**. 
ZlZyj-tyA-y—^Afrh&teZtl&hnX'h*). i 

[0040] men, &mvv-mmwr*v corns. 

[0041 ] 06(;:i5vvc. ©S-y»J-filitfiO«±at: 
(4, ;U-h*-KR2 3 0 1 WK5t£ft, J^TO* IBIRfc: 
<+/-K=3f-2 3 0 2#t&g$i-u STS^Ji, U-7 
=*f-230 3#lfcig£ft&. MtWJ — 

K*- , ^-h^-W^S-f^^-Yxy-Kdf- (DN 
K) £ffi3rf4. 

[0042] ftJbSWAJBMSB (H50WTJ4. M= 
8) <?)R>f^oy-h'*^-r3' l Jy-h*2 30 4i:tTig 

^$ft4. -r%irh. mMmn(7)s-\i<7)&«-tmfctj 

y-F$rH^kLTM+lSJilTOy-h\ 'J-7(4, 
-f 'J * ft 4 n'W X icM-f h J - H tJ i 
'J-7k$ft4. 

[0043] ^J^{4, 06^Mg@OlO(Oy-F2 
3 0 5te(4#x=f'J [^t'JXf-cy? (ffiS) ]W1S 

^?ft, ^<7)y-KOT^m^r4y-h\ y-7{4y^E 

*>, y-H2 305OT* s . ^t'J^f-f >y 7<0*jT-d 

vizizmzti&fu xcow^y-K, *s±i/y-7o 

^-&kLT^8$ft4„ 

[0044] MgA»/s,jss*Tffiw8St7**frf(; y 

— K 2 3 0 6 i: LTg^-T 4 ikWT'^4. II 6 coMT 
(4. *f3''J [^t'JXf'f -y^] y-K2 3 0 502 

gToy-Kc. y^yx-f-^ -y^^mmLtif^ x 

^f^y^^^t^f rfyy-Kt LT. [H 
^■fiifdl y y- HT*4il*»JB»oy- H 2 3 0 6 

(c. *^£«S6tt*«R*>;$f ^Ufc*4ft4 [PH 
S] y-K2308h, [StWCR] y-h'2 3 0 9W 
g^$ftTV^4. 

[0045] frr^V. -t+y"^r-3''J{4. f^'^fll 

y^^, ^JSMW^gicl^-rsy-F. 

(^ft^>$:^tTJaT. xyf 4T4 kn?^) 
TlSS-r 4 ^ k t>**S1&Thh . 
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[0 04 6] fflz-l$. lO^-frf'jy-KSr^'-A^ 

iM;-FiiTOfA'^ (y-^mmYD test 

[0047] -f iR&y- Ht:«$5flrv\ ffi<o* 

[0048] &tz. fo&B%&t<,Zte\^X . -rVS-fx3^ 
0t*-f'i»itK 0011, K001, K00, K0. KR# 

^L^ifHi-, v-Xt-A (f^xo, 1, 

2, 3 0?'7P-T) T*M§fI$ft&T-:?£^&££> 

(DtziblZiZ^ /-M-KOOl, K0 0, KO, KR 
^-fL-etLfr^^ilK (t) 001, K(t) 00, 
K (t ) 0, K ( t ) Rt=K0rU f^XO, 1 , 2 

K-e^^f^-^ei-i.^*^^. zzx\ k (t) 

aaali UK a a ac?)ii-ft (Generation) t CO^M 

[0049] mM*-nmfitm^xwmth . 
oHfTii. man. mnz™zti&Emz£-?xmi&% 

mmmmzimLxfu xo, i, 2c«^-ri»i 

tt-J:oT»?T^ix.|>. =Sr*5. EKBli, H4^$tLi- 

?rr & tz#>cr>imit*-t<z X^Xffi&LZtih, 
[00 50] H7^$ixi»EKB{i. y-K^f-OKff 

u-y?^~?k LXffil&Ztl2>. m7cr>Mte. 04 IZyjk 
Zixz-yO-m^cofUxo, 1, 2£*3WC, IS 

ittcDmiy-vz—zstt^&zk £®&k txmtfi 

[00 5 1 ] ia4*^Bj^*^j;dtc. fAVXO, 1 
(^LT(i, 5g0fy-F^r-i: tTK (t) 0 0, K 

(t) 0, K (t) ^WkthZ.hi)^SmXh r ) . T 
^MX2C^fLT(4, S®fy-K^r- 1 LTK (t) 0 
01, K (t) 00, K (t) 0, K (t) RSrjgft-f 
h^ktf'StmXlbh . 

[00 52] @7 OEKB(z:^§ix|> J; d fc, EKBtCtiMfc 

^r-i±, Enc (K0010, K(t) 0 0 1 ) X'fo 
h> Z\iX\i. A2(Dft^>J—7*r— KO 0 1 OlZ 

J;oTB^b§n^Kfry- H^r-K ( t ) 0 0 1 X'h 



0. f^X2li. g^-e#* i *-t-l. l J-7df-K0 0 
(t) 0 0 1^ffi#tlS. 

[0053] ftM X2li. Dff^KSr 
y-F3— K (t) OOl^fflnt, 07c7)T*^2S 
acOBf^-ft^f-E nc (K (t) 001, K (t) 0 

o) zm^&zttfx-z. nms-v*-K <o o 
ozmwi-hzttfX'%&. 

[0054]f^X2ll HUHC. H7(7)±*^2g 
a<7)Bf^"ft3— E nc (K(t)OO, K{t)0)t 
a-^-T* - t X\ WSiS- H^r-K ( t ) 0 £J5tf«T 

mifflV^T^ 17(7)1*^ lSa^Bf-^^- E 
nc (K(t)O, K(t)R) £1$.^-f$>ZkX\ 15 

gf^-b^-K (t) Rzmnx-t h . 
[0055] — /-w-Koooit Hfrf&tt 
^co^r- t-^tix-cfc^-r, y-HO, i^"S^y-H 

3— fc LT^^SrOti. K(t) 00, K(t)0, K 
( t ) RT'&S. 

[0056] y-HO, 112. x^^X^f-KOO 0 
0, KOOOlSrffl^T, 07(^±A^3gatOBf^-^ 
df-Enc (K000, K (t) 00) $rfSW-?> - h 

tciOMfry-F^-K (t) oo£ix#u 

J«&. H7£7)±*^2Sa<7)Bf^-ft.^-Enc (K 
(t)OO.K(t)O) ZW^-th^kX', WMS- 
H^f-K (t) 0£5l«U H7<73±*^1S 
a^Bf^-^^-E nc (K(t) 0, K ( t ) R ) 

fn^tt. mst/u- b^-K (t) R^Mf-rs. 

iOidtcLT, fA-fxo, 1, 2i±. sgfTt^^- 

K (t) R&n&ZktfX-Z&. 
[0057] ^rfc. 07<7)^>'7 :r -y^X(±, 0<?D*ffl|tC 

[0058]i4(:^$ni.7y -ffi&cr>±®.&0)S- 
K^r-K ( t ) 0 , K ( t ) R<r)^Mt/^mX'h D . ^ 
- b'^f-K 0 OO^cOM^S^g-Cft-g.^-^iS. 
l28^0EKB^fflV^|,i^:T^ Mffy-H^-K (t) 0 
O&xA-fXO, 1, 2tClEflJ-r^-i:^*r#.2». 

[0059] H8^$ix-S»EKB(i. mtlf , ^O^' 

[0060] mtli. m4cr>~£Mm.X°^i\h7)V- 
7rtOf^M^0, 1, 2, 3*v S>g>IEI*^**ffl^ 

>-y*-K (t) c o nZikfct&Zktft&WX'h&k 
•f&. c\(Ok%. f^XO, 1,2, 3CD*m&S — 
K^r-KO OiWMLtzK ( t ) OO^iO.fr/o^ 
ji^HSf ^ yf /'y^f-K ( t ) c o n^Bf-^-fLSix^: 
f-^En c (K (t) 00, K (t) con)i\ 1 
8^$iX§EKBfci:ttCi2qfP$ix|)„ Zcr>%tttlz£ 
'9. 7 : V^X4^t\ ZcDWW>U-Tcr>Wi&fim~t 
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[00 6 1 ] -ttchh, T'U X0, 1, 2(4. EKB2: 
MSILT#fc*-K (t) OO^fflV^TBf^-r-^Sr® 
•§-t&.IfcT. t&f&lz&li&3yT>V*-K (t) 

[0062] 09(4. tl^ST'^a^x^y^-K 

(t) c on^n hmm^mtvx. k (t) ooict 

*)%itt&mcr>a y^yy^t-K ( t ) c o n**uf-5§-ft 

ZtltZT-f En c (K (t) 00, K (t) con) 

t. hsk^sjisekb**. mfeoimt&ftz-ft-Lxm 
mztitz^u x o ^«£e^w(c*-rH-e£> & . -r 

H9O09J4. EKBC«fcSBf-^(t^ -yfe-y-f- 
K (t) c onbLtzMXh&. 
[00 6 3] m9<,Z^kZtl&£ol,z^ xA-f X0(4. IB 

^fflS^ilTV^y-Kdf-KOOOSrfflV^T. ±5* 

LfziizmmL («*wjww<«si) tcto, 

K^f- K (t) OOJMtl,. fAMXOit 

m^Ltzimy-v^-K <t> oo^ut, str^ 

yr^^^f-K ( t ) c o nSr«#U *ix*afcteffl 

S-ftttfifilTtl v-y*-K 0 0 0 0 
T\ JEWa^xVy^-K (t) conSrHtf-ftl/Og 
SfrfS. 

[00 64] HI 0(4. EKB«07 hcOW$r^-r 
0-C£>9. i<0«k3**»<Ofl|«b&»4>=ir5EKB3&*, ny 

[00 6 5] A'-y 3 y6 1(4. EW<Drt— ; J 3 >%ff; 
■iWHrF-Thi. :w<-5^iV6 1(4. Sff^EKB^r 

frx6 2fi. ekbcos^cot-'^^ 

EKB*^T-^a5 6 6<Ofi[M$:^-r^-f >-^T$>0. * 

7X4 yfeAteXT/mttJ y?b 5(4. 9?ut>i 

4: If 6 8 <7){5® £ -fiUjcf tfM yfX'foh. 
[00 6 6] x"-*»6 6fctt. WfcthJ- 

Y^-im^KZixx'&tzixt^-ftfmkzixh . m 

*.(4\ 09(C:^;*;fi£>4:d&. 5EWSiifc>'-h*^-k: 

[00 6 7] ^^6 7(4. x-^gt!6 6(Cf&tt3iX 

7?cf ? 9'Xh Zco? 7<r>tf5-)V—)V* . 0 1 1 

[00 6 8] 01 l<7)0«tc±5V^T(4. iM#$ixS-f-^ 
(4. HI 1 BizinZtihXolz. m7cr>t&^fc*—b2 

[00 6 9] ZcomtZ&^Xit. )V-Y*—OWM$r- 
K (t) R#***i.TV^;fc#> N h-y7V-KTh*U-X 
tiKRfcfc*. I^tl, «i(f. *±S<Of-?Enc 

(k ( t ) o, k ( t ) r) (4. mi i Aiz^mmy 



•j-(.^-r{aspo(r«j5-r§. &?>g<9-T-;?(4. e 

n c (K (t) 00, K ( t ) 0 ) Xh *) , V U— ±T 
l4f?OT-*E nc (K(t) 0, K(t)R) O^T 
OftBPOOteftJC-f 

[0070] -tsrfc** . -y 'J -«»<0Bf5&z>{ffla»& Ji. 

T. -e<75T(C7 ? -^* i J>i»%^(C(4. ^tfOtcKJgS 
ft. T-^^v^fr&fcii. ^tflfcRSgSfi*. * 
^(4 {£ (L) £ (R) bLX®.feZtL 

[0071 ] 11 1 B(7)i±g^f-^E n c ( K 
( t ) 0 , K ( t ) R ) fcttjfrf SftgPOc^STOft 
IPOOtclif-m^ft. 1^^=0 4:3:9,(4 
WPOCD&TlZiZf-ftfZcWzisb. Vi^7=\bt£ 
t. felT, -T^Tc7)7-'-^(Cr^>'iS^^ix. Hi 1C 

[0 07 2] ^^'(4. M«f-?Enc (Kxx 
x, Kyyy)*!, -y U -If Jt«0 if ^ (c& E LX^t<7) 
frZ^-ttztblzmfeZtiZ,. -r-^g66 6(c:tS^Sixl) 
=*f— T— ^E nc ( K x x x , Kyyy) ■ ■ • (4. # 

H7 4fe{4H8(c^$iiS«kdtc. *9fc7 f -*fc**JfE 
S^y-K • ^yf7^^T, Witf. 0 : E 
nc (K(t) 0, K(t)R) 00 : Enc (K 
(t) 00, K(t) 0)000:Enc (K ( <t) 
000, K (t) 00) • ■ • 
hc\bl>^m.X'hhi)K Z<V£ y 7 
tzm&LbLtzmik. *<D J f—?m.tftitkL. *7b7- 

?z-frt2>mmmi,zt3^xi&t&zL<&\ ztuza 

b LTfflv^dfctcfc 0. 4; O^^-r-^fit-. df- 

[ 0 0 7 3 ] HI OCO^BJ(CMO . m%, (Signature) 
6 8(4. EKB3&»ffLfc» ^3i-(4'. fil^S-feV^ ( 5-f 

-A3 ) , ^-s^w (pit-A*5 ) «w£firf a* 1 ? 

S«T'J)I>„ EKB^g^L^x^*-<X(4. EKBK*4il«. 

fT**««ff t^EKBTJ) h tf^t^m&th . 
[0 074] Hi 2(4. liLLoJ: o 5^fiyxfiC 
fcv^T. CD8 KciEH^fLTv^avf-^y^. ^9^f 
T>-h 1 (c4 05X0)i4ix&5&a^m^W(^-rH-C-S> 
I). 

[0075] ^ T > M OCPU2 1 (4. Br^rn 

;P9 1&$iJ»t. ^-fryM C^$fL7tCD8 It 
IBtl$fiTv^a>7 i y'ySrlX»)a.4-t*-|>. 

[0076] CPU 2 1(4. 'J 7fy^y'a-;P9 1 £ 
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(cid) , &£Tf? ?4 T>h UzidlTffiGcr>i><?)b 

L-Ct£5g£;fx£ID (J.--91V (Uniq ID) ) SrtfflD 

--?ID(2, #J;t(f, ffijeo*H^6&SSJrc&9.. 
3 >- >y (C-MUD $ ^ t |sj — ay=L - - ? i 9 v 

[00 7 7] ±fc. CPU2K2, i^L^H^a^f- 

* ^ 3 >-r ^ >y 3 Brtflf f - x -y 9 T r- rt^Ulg fc £ 
ftS^E: sy.*-/VC£>&i§^\ 3 B^tf-x v9T?7 htf 
WC**£ fc 

j££ix&o *OT*fc*4. nyxy-yfcttLTttJnStirt: 

fc*Wi*^ttJEf't»7* fc Sr$*i.S . 
[0 0 7 8] JaUbOjrattTBXOaitutnyT-yy 
SrS^S fc £ , S±tS?7^( T^MctiOTtt. f"J 
ffl*ic2 OS^fFBT^ixT v^^*^J5g£ftl>*; 
(tT'=5r < , 3yf^7 fcttiD SftT US i^-^ I D fc , 
-£<y)n y^y-y SrB^-fS ? 54 TV b coj-— — 9 1W 

ny^y-ycOif^W 5 ^:*!, 3>-rV>yiCf+flQ 
StlTUSi— — ?IDfc, 3VfV7i4flit4?7>f 

m<DK i rj t : — sfir fc'K J: 0 SX*§ Ltz 9 7 -f T > V C *5 O 
T(2, {Rfc, fOJBfcfciOW^AWSftTU**^ 

[0079] JiTF, ayxVv^KOS^, -eix^fijffl 

[0080] ttkMZ^ HI 3«7D-f + -hJfiL 
T, ny'T-y-'ySrJRO&t*?^ T>MiO*Qatcov> 

[ o o 8 1 ] fluar, n y-r v^y^sen $ix/tcD8 1 

(*f^?42)«r \Z<mttf&SmVftfi-7 vlTV 
h- lOK^-f 7"3 0fc§S»3*i, ay^yy^jR^jXts 
Zttft&ftZilfzkZ, 9H TVMOCPU2 112, 
Bff^ro^^ASrH^t- ■& i fcTttttSftft 'J ■/ try 

^•r^'ySrSXOatf. 

[00 82] CPU 2 112, Af77S2Ci>V^, 3> 
f>7 ZWSfth 3 y^^y ID . CPU 

2 1(2, *-r-y 7*S3fc*Jl,vC. ( U >y 

try^i^jL— 1 ) ^LT@*0^---?ID*\ 
«*0r\ iBtt»2 8^IS1S$ixXV^^S*^fiJ^L, 

IfcSiU'S ai-^ IDti, SBttffi 2 8 . 



[0083] J-^.-y'IDfcLT, 77^77M 

h 1 C7)JL— (F #\ U -y 1 Sr5fIJffl«r#g 

SHL?tfc#t, 5>(^yxt-A-4K^7'f7yh 

tffirfrfc 'J -y trv^{ciJV%TH(c4lRS<iTV^* 
01 3<OXf>yrS 3(Ci3V->T, i^-^ID^feS 

[0084] CPU 2 1(2, Xf7/S5tfeV^, ay 

xv^yiDfcitx^-^iD^, n v-ry-'y c^m^oJRtt 

AWIfcWE»Sil&««fcLT^) ""Attribute (Btt) j 

[0085] Xf77S6Kt)U'r, CPU2 1(2, iRtt 

(2, CT^(2, TyMfcW^ffi^&Slit^fc 
[0086] Xf y7S 7(CiSV">"C, CPU2 1 (2, 3> 
^•y^W-^(2, 3>-^^<yiD, fW«ID, f!lffl«Sr 

[0087] CPU2 1(2, X^-yrS8(Ci>ViT, i^- 

^ -y ^«f- ^ (C*0" V ^fi?9>vm%>*ftm- h . CP 
U2K2, X-r>y:rS9K:fcVvT, Bf^-^fl-f-fp 2 4 Sr 
MUL, ^L^n>r>^ d f--C3>'^y > y$:Bf^-ft 

^«y^fc*<7>tf#(2, 7>f77S 1 OCrfcl^T, SBttSR 
2 8tc^#$ixS. 

[oo88]0i4(i, ny-f yy^)7t- v-y 

[0089] 01 4(c^$ix^25(c, ny7/7li, 
^.•y^, EKB, 3 yfyy^f-K c h Jf-K r o 

o tTBf^-ffcLT#£*U>-r— 9 (Enc (Kroot, 
Kc) ) , ayTyviDteJ:xfzL--?}dtfMmZti& 

m&mm (Attribute) , iEBJ* (Cert) , 
r^V^^^iXJ^-r^'^^^a (Sig (Header) ) . 3 

— ^ (Enc (Kc , Content) ) , *9nf—$ (Meta Dat 
a) , i32W-i? (Mark) 3&»6»«Sil4. 
[00 90]^ 7 /C(i. ay^yyw (CID) , n>- 

f - ^je-ri> f ot« t: mtt & nmm d ( f m*i 

D) , flJffl«tOlR^ (y-tMT^M ) ^*-TURL, 
il/^^- 9—^—9 (WM) * ^ ISa5$i^TV^^„ 
[009 1] nvT-^-ycoMtttcti:, ny-ry^yiD, 3 
^Ty^yoatt^SriliSiJ^-^T-c^cOMIiSiJtf^t LT^V 



!(9) 003-3 1 7376 (P2003-ch-ft 



^'JtfffitL-C^r-r-^XMD. jl--?1D& 
k'#'-§r£ix.?>. *HR6CTT'(±. JKttl^iJffltKOtt^kS: 

[0 0 9 2] ^^t-^«. ziyT-ls-Vlzmmt 
LX3>T->Vlzttljn2ix&. £tz. -7-7 IXi. 

m&mmztiz. 7-^<7)iti77/n mar. 

it £ S 5 
tz. -?-7<7)a}z'-\2\mzi&. ^coay^yy^a^- 
[0093] ULkicfcVvni. a y^y 1 

iDkk tizf^jryh icoi--i?iD*^iD$ixT, 
? 7 4 T>- h ltc J; ft£ .' 

[00 94] mz. mi f-^r— h£#BSL 

& ? 7 r y m co^sfc-o v >tkw ?> . 

[0 0 9 5] llcfcvv^ >J -y tr>';?•■^i;' 

-f-g-t^k Lx^mkizzixx^-i&mmmz . mi 3<v 
tsMizx ^M^^titzay^yv^mt^nmmt 

v^wffltt^ti. mmmiD. ^-^sy, ffrsau*. * 

[0 0 9 6] ■i'7S22(:i)V^, CPU 2 lfi. 31 
tRL7tfiJffl*tJL--^lDSr#inf -I. k k fcfc, 3 ^f- 
^•ycOJRttffifgk LX§m2ixX\,^3---7lQtm- 
mdmkfeZtvx),^??^ TyMCteUTW, 
con y^yy ZMZiX'* & £ k £*ttt«£f«llrt-4 . 
Sfc. cpu 2 ltd. xf7rs23(:fcnt. ttffli&tt 

-iV9 lfcWVC, ZixlzXVlW&zjifcayf-yv 
Wmmz 3 EfcW* y ^ bT'§ § d k jWft5£$ft 

v^'S 4t3t-x-| 4 £ k j&*KJg$iiT^**&. 
[0 0 9 7] CPU2 1J4. Xf77S24CJ3V^. 

ZtftttiU £ totfl jffltti , -y 7' S 2 5 C-Cfc WC . IS 



««2 8K:fitffSil4. 
[0 09 8] 01 6i±, flJffltt<507*-V-y h<7)(?JSr^ 

[0099] /N'—>* 3 ^y't-A'-yayiiJ:^ 

v*y*m£*h'tmxibh. 7x1-77 4>v\±. iojs 

*0ffl«O*SWWR*SH-. 999 9^2 3^5 9t>5 9 
»T-***««lflStt, ^S&JfflRStSfllfi^v^k^ 

•t. mm&mziz. zommmiz&^x. ay^y^ 
zmm-tz z k i^m^mmmm. zvmmmzm^ 
x. ^y^yyi-m±-thzt^m^m±mm. ?y 
^yy^7\w±mm. %<7>mmmzmr}^x , 3>f 

^•ySr3b--r^£k* 3 ^I«g^lHlgt (ft^fL^ne-tg 

t s 3yf>"yj cD-Mzim-tz z k ^"t-^ ^ 

PD (Portable Device) IcrJ t"— £ k* f BTH'5rig 

mznm-hmrf-m&xhh . 

[0100] ^ftfi. «ffl*fr4fc«ttffl«»T«HS 

w<4 co^BMI**triEW»T , » -i> . 
[0101] tfz. 77-(Tyhicoim®28izi±. 

T-V^arS^L^Hlft. 3Wytat- t^0ft. 
n^-r^-ySr^-x-y^T^hL^HIft. n^-r^ySrft 

coffin y^^-yft^ W;#Offi*fc»r*«KflHWf£ 

tmzimziix^&miimbzmzftioixz. mi 
it. waw&iziifeztix^&zy'Tyvzmtkitz® 

ft**. <£ffl^m^£ft&3>'xy > y®*S£0ft«k9 

[0102] <XiZ, mi 7(7)7D-f^-b^#iL 
T. U 'yey^y'i- ;U9 UciDn^-r^y^IXO 
ii^i^ 5^7>Mti4s ^ y^-yv<rm^mz 

r>wxwm-h. 

[0 103] Xf 7 7S4 KCfcV>T. 75^7yM 
OCPU 2 111 jl— WWli 2 6 Sr»#-T S £ k T*l 
^ L*: > r > v y £ ^ J^r 1 DK*r* V KttflE 2 8 
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i^§ilTVV&a.--:?ID£0fcWRS. CPU 2 1 

(4. Xf77S4 2fc4Jlvt N H^JS^tffi/sayf 

[0 104] ^T7rS4 3l:l5V^, CPU 2 1(4. ffi 
#LTfcv^^-^lD, ^b^^T^n l<D:^- 
^-:yMD£K^tgE28a>£>li; ^ *^^^L. X-r-x7°S4 4tC 
31*. -Ht.£>03.--?ID. -r=5r^*>. n^x^ytlB 

§ tlX V ^ jl-- ? I Dcr)*.tfffl— Th h *^* i * i 'fJ 
[0 10 5] CPU2 114, Xf7rS44l:fcV^T, ± 

s 4 5 cat*. fiJfflSCri: 0 » 3 yf-yveWtMiffiiS 

TWjg-t*. <rU(4. CPU 2 1 (4. fOTft^ia^rt^i: 
LXOHmm <Hl6«gg) fc. ^>fv2 0fc:±OW- 

[0 10 6] Af77S4 5(CfcVvf. Mffl*t(C«t Offi 
fflsm-rSitTV^ tmfcZtlKM^. XfyTS 4 6 
(cit*. CPU 2 1 (4. RAM2 3 CEttSiifc (S^ttiSix 

A6i,z&\\Xfti>1xZ,a>^>y®^9mi,z^x\i. 
HI 8Wn- ^-v— b£#B8LT&j*-r&. 
[0 10 7] CPU 2 1(4. Af'y7S4 7(C*5Wt\ B| 
^IWm 24tiOM§^3Vfy7^3-f -y 
?»2 5K«ttU fa-H***. *LT, CPU 2 1 
(4. 3— r-y^«2 5 fc: J: 9 x n- K § it*rr— * £ . 
AifcTJ A > 9 7 x -X 3 2 Srtf- LTdiTjSIS 2 7 

[0 108]&fc\ xf'y7S4 4t. 3>-rvyni5 

T^i>J---?ID ($£>(;:. f OTtttCie^ $ ilT V ^ J. 
--?ID) *«»S:Si:fljgSnfe«^, tt^C, Xx-y 

TV>fcV*fc¥^SilJfc*&. X-f •yrS4 8tC±3V^T. 

[0 10 9] mz. I18<7)7D-ft-h^fIl 
T. 01 7i50Xx-yTS4 6 fcrfeWCHfi^ftS? 

[0 1 10] Xfv7S6 lCrfcwr, 
<7)CPU2 1(4. ->r-f*-T-?{.Z<&£ixX7A-ty^if 



U r=*— Kroot (KR) fclMW 
4. CPU 2 1 (4. /l~-r3— Kroot SrEtffUlt 

Xr-y-7°S6 2(c3t^. )V— h*t— Kr o o t Srffl 
^T^yf^-Kc^gftS. 014Cl^3;flS 
4 3^-r>"y(c(4. nvfry^f-KcWi^h 

df— K r o o t IZ£ 0 SffltZtlXftbtUZT—? E n 
c (Kroot, Kc) *«#Jn$fLTV^. 
[0111] X-f-yTS6 3(CfcV>T. CPU 2 1(4. X 
T77S 6 2T'BXf#L?t3>"r>' > y ;3 f-K c £4 0 3 y 

^vysrffl-f-ri.. 

[ o 1 1 2 ] ai 9(4. mL<nwL^m&zwsmt,zm.L 

fzi>coX'fo&. Srfc. 01 9(cfcViT(4. ayf^yii 
7 5 4 r^MCJ: 9«#3ivrojt SCOT'S) 9. 01 
4(^$tl-i>ff$g<^o*>. ±>MIHtaa4fiic&fiT» 

[0 113]f^*>. ^-fe^X-?-/^*^?^ 
-Kroot«?il (I18mf77S6 1) . 

(Kroot, K c ) #«#§*U -t*U;:4 0 3 >X> 
>ydr— Kc*qX#$it5 (118mf77S62) . 
-eLT. nyfm-KcCJ;'), f-?Enc (K 
c, Content) #'f£-5r£it. ayj-yy (Content) *»TX 
(H80Xf77S63) . SriJ. 01 4& 
4t/01 9<7)EKB(C(4. 02 Ofcj^SixS 4 3 /U- 

h^r— K r o o tj&«DNK(c4 0Bf^-ft:$iXT#^it3tT 
-?Enc (DNK, K r o o t ) tf&ttlX^&. 

[0114] tXh04 atcLTn VxV>y<7)S±&$fJ» 

9yAT> h) TS>-5Tt>. n^-r^ySrll^t'^^V^ 
[0115] m±^5aa(c4 0 ^ 7V M t 

4 vioa^^yf^'fx -v?t*? htmmx- 
hht^tix^h^ (fxy^r^Hrasit 

*HS6ffl*frkLT3ft5esn-CV^*^) . 7vA7VY 
1 *^3yfy7COfx >y ? b Zglf&t&crtfyA 
T>h(cMLT(4. 3yf>7, fW*. *5i^5>f 
7>M OJ---^ID*»*W^O^-ffi(-4 D*«*ft:3*vt 
««$ix?»4d(cLT^4^„ -rco*^. -cix^Offlfg 
omSk^^tL^yA T>h(cfc^T(4. 017fe4t/ 
Hl8t*S<i«.fc<0i:H«O*KI**l8fifSit. ^y-r 

kix o 3i * n/s ^ 5 r > m wmTT<o a y -f >->y 

Of-* >y ^ T-7 h/f: x -y i? ^ y^sWisiiS . 
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